EX288
Additional information
Desktop
Use the desktop to read instructions, open web-UIs, and interact with the exam system using SSH.
Passwords
Unless otherwise specified, the password for all accounts and users is
Indionce11
Use this PW for any users or services that you create or configure, unless instructed otherwise.
Exam Systems
	System Role
	System

	Developer Workbench
	Workbench.domain11.example.com

	Container Registry
	Registry.domain11.example.com

	Load Balancer
	lb.domain11.example.com

	OCP Master
	Master0.domain11.example.com

	OCP Master
	Master1.domain11.example.com

	OCP Master
	Master2.domain11.example.com



Workbench
You have SSH access to the developer workbench system as the devop user.
ssh devop@workbench.domain11.example.com
The OpenShift client tools and other auxiliary tools (oc, podman, skopeo, buildah, jq, yq, jsonlint) have been installed on that system with the expectation that you will do all of your work there as the devop user.
OpenShift Cluster
A cluster of machines running Red Hat OpenShift Container Platform 4.6 has been installed and preconfigured for you.
Non-admin user: ocpdevop
API endpoint: https://api.domain11.example.com:6443
Web console: https://console-openshift-console.apps.domain11.example.com
Registry
Since this is an offline exam, your OpenShift cluster will not be populated with all the usual ImageStreams, nor will you be able to pull images from the internet.
If OpenShift is lacking an appropriate ImageStream to complete a particular item, you will find what you need in the disconnected container image registry available at:
registry.domain11.example.com
This registry REQUIRES authentication with user regdevop
Note that this same system might also provide some services (e.g. Git, PyPI, Nexus).


1) Deploy an application
Using the source code from http://git.domain11.example.com/git/pastebin.git, deploy an application that meets the following requirements.
· The application is part of a project named: crimson
· The application is named: pastebin
· Once deployed, application is running and available at http://pastebin-crimson
· You have used the application to create and save a pastebin entry containing the text:
Per aspera ad astra
Note that application dependencies are available from the registry located at:
http://nexus.domain11.example.com:8081/nexus/content/groups/nodejs/
You will need to pass that to the build environment via the npm_config_registry parameter.
Exam hints
Error in JSON file
[image: Graphical user interface, text, application, email

Description automatically generated]
Hints
Chapter 1 page 52:
[image: Text

Description automatically generated] [image: Graphical user interface, text, application

Description automatically generated]
Chapter 1 Lab:
[image: Text

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Text

Description automatically generated]
Note: https://github.com/gbroennimann/DO288-apps/nodejs-helloworld --> existiert nicht!
Stattdessen aufs parent Verzeichnis und #source-build verwenden. 
https://github.com/gbroennimann/DO288-apps#source-build 
Vermutlich aber für Exam nicht relevant, da:
http://git.domain11.example.com/git/pastebin.git
context-dir -Parameter etwas unklar.
[image: Text

Description automatically generated]

Chapter 9 Lab:
[student@workstation ~]$ oc new-app \
https://github.com/RedHatTraining/DO288-apps \
--name todo-ssr --context-dir=todo-ssr --build-env \
npm_config_registry="${RHT_OCP4_NEXUS_SERVER}/repository/nodejs"
oc get pods
Create a route to the service with the expose command.
[student@workstation ~]$ oc expose svc/todo-ssr

Chapter 7 exercise:
[image: Graphical user interface, text, application, email

Description automatically generated]
Chapter 5 exercise:
[image: Graphical user interface, text, application, email

Description automatically generated]
Chapter 7 lab:
[image: Text

Description automatically generated]

Solution
oc login
oc new-project crimson
git clone
git checkout main
git checkout -b pastebin-build
· Fix json
cd pastebin ???
git commit -a -m 'Fixed JSON syntax'
git push
git push -u origin pastebin-build
oc new-app --name pastebin --build-env npm_config_registry=http://nexus.domain11.example.com:8081/nexus/content/groups/nodejs/ http://git.domain11.example.com/git/pastebin.git --context-dir=pastebin
Ev. fix danach:
oc start-build --follow bc/pastebin
oc status
oc get pod
oc logs pastebin-1-gf59d
oc expose svc/pastebin
oc get route
curl 
2) Optimize a Containerfile
Optimize, push, and use the Containerfile from http://git.doamin11.example.com/git/build.git such that:
· An application exists in the crimson project and is available at http://build-crimson.apps...
· An image built with Containerfile can be used as a parent image to generate child images which allow overriding default content with content from src/
· An image built with Containerfile has a maximum of 7 layers and a maximum size of 256 MiB
Note: The user ex288sa is already configured with the anyuid security context constraint.
Hints
Chapter 2
[image: Graphical user interface, text

Description automatically generated]
[image: ]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Text

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: ]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated with medium confidence]
3) Customize S21 builder image
In concert with the source code from http://git.domain11.example.com/git/oxy.git, customize the behavior of the existing rhsc1/httpd-24-rhel7 builder image scripts to deploy an application that meets the following requirements.
· The application is part of a project named: tocin
· The application is named: oxy
· During the build of the image, as part of the assemble script, any /tmp/src/*.html files are copied into ./
· Once deployed, the application is running and available at http://oxy-tocin.apps.domain11.example.com, displaying the following text:
Amor vincit omnia
· Browing to http://oxy-tocin.apps.domain11.example.com/info.html displays an information page with the date when the application was built (YYYY-mm-dd format), as well as the text:
Astra inclinant, sed non obligant
Hints
Chapter 5
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: A picture containing text

Description automatically generated]
Lab Chapter 5
4) Inject configuration data
Using the openshift/hello-openshift image, deploy an application that meets the following requirements.
· The application is part of a project named: acid
· The application is named: phosphoric
· The application looks for a key named:
RESPONSE
... in a ConfigMap named:
sedicen
· Once deployed, the application is running and available at http://phosphoric-acid.apps.domain11.example.com and displays the following text:
Soda pop won’t stop can’t stop
· If the ConfigMap is changed and the application is redeployed then the changes in the ConfigMap are reflected in the new instance of the application.
Exam hints
Podman login, search in registry
Hints
[image: Graphical user interface, text, application, email

Description automatically generated]
Chapter 2
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
oc create configmap sedicen --from-literal RESPONSE=”Soda pop won’t stop can’t stop”
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Table

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Table

Description automatically generated with medium confidence]
5) Customize build process
A Python 2 application named blog has been deployed for you in a project named octane.
The application includes a script named: mailer.py
Customize the application such that the following statements are true.
· The application is running and available at http://blog-octance.apps.domain11.example.com
· After a build finishes, the above mentioned script is automatically executed
· The most recent build of the application succeeded and triggered the script to run
· Future rebuilds of the application will trigger the script to run
· The original Git repository used to create the application has not been modified by you
To verify your work, you can use the mail command on workbench to check the email of the capnhook user.
Note: you may safely ignore any “network unreachable”warnings that appear during the build process.
Hints
Chapter 4:
[image: ] [image: Text

Description automatically generated]
[image: ]
[image: ]
[image: Text

Description automatically generated with medium confidence]
[image: ]

6) Implement health monitoring
An application named blog has been deployed for you in a project named octane.
The application is backed by a single running container. Implement a liveness probe for this container that meets the following requirements.
· The probe monitors liveness by performing a TCP socket check on port: 8080
· The probe has an initial delay of 10 seconds and a timeout of 30 seconds
· Your changes can survive a rebuild

Hints
Chapter 7:
[image: ]
[image: ]
[image: ]


7) Customize a template
There is an OpenShift template available for download to your workbench in either JSON or YAML format.
Choose one of the following as starting point:
· http://rhgls.domain11.example.com/materials/php-app.json
· http://rhgls.domain11.example.com/materials/php-app.yaml
Customize the template to meet the following requirements.
· The template exists in the indy project and is named: ex288-php-mysql
· All resources created from the template can be deleted by executing the command:
oc delete all -l template=php-app
· The template uses available versions of PHP and MySQL
· The template uses the Git repository available at http://git.domain11.example.com/git/php-app.git
· The template has a custom parameter named:
HELLO_AUDIENCE
... which is not mandatory and defaults to the following string:
Engineers
· The following command fails:
oc new-app ex288-php-mysql
· The following command succeeds:
oc new-app ex288-php-mysql – p APPLICATION_DOMAIN=php-app-indy.apps.domain11.example.com
... and results in the application running at http://php-app-indy.apps.domain11.example.com, displaying the greeting:
Bonjour Engineers!
· The following command succeeds:
oc new-app ex288-php-mysql – p APPLICATION_DOMAIN=php-app-indy.apps.domain11.example.com -p HELLO_MESSAGE=Namaste -p HELLO_AUDIENCE=Architects
... and results in the application running at http://php-app-indy.apps.domain11.example.com, displaying the greeting:
Namaste Architects!
Hints
https://docs.openshift.com/container-platform/4.7/openshift_images/using-templates.html
[image: Timeline

Description automatically generated]
https://cookbook.openshift.org/working-with-resource-objects/how-do-i-delete-all-resource-objects-for-an-application.html 
[image: Graphical user interface, text, application

Description automatically generated]
[image: ]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Text

Description automatically generated]
[image: ]
8) Open the internal image registry
Expose the OpenShift internal image registry according to the following requirements:
· Use the OpenShift user ocpdevop to ensure that the internal OpenShift image registry is accessible from outside the cluster
· Use the devop user on the developer workbench system with podman to pull the image chartreuse from the project minzeou1
Note that your OpenShift user has been granted all the necessary roles to complete these tasks.
Hints
https://access.redhat.com/documentation/en-us/openshift_container_platform/4.6/html-single/registry/index#accessing-the-registry
https://docs.openshift.com/container-platform/4.6/registry/securing-exposing-registry.html
[image: Text

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
oc patch configs.imageregistry.operator.openshift.io/cluster --patch '{"spec":{"defaultRoute":true}}' --type=merge
[image: ]
[image: ]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]
9) Deploy an application using Helm
Deploy an application using Helm that meets the following requirements:
· The application uses the image 
registry.domain11.example.com/ex288-api:latest
· The application is part of a project named exam-resource
· The application is named exam-api
· The application is available at http://exam-api-exam-resource.apps.domain11.example.com
· The application is deployed on 2 nodes
· The application configures livenessProbe and readinessProbe for /q/health
· The label tag is set to latest
· The chart version is 0.3.22
· The project chart is located at /home/devop/exam-api
Note: The application image runs at port 8080/TCP
Hints
Chapter 6
invalidImageName on pods.
[image: Graphical user interface, text, application, email

Description automatically generated]
[image: Text

Description automatically generated]
templates/deployment.yaml:
[image: Text

Description automatically generated]
[image: Text

Description automatically generated]
[image: Text

Description automatically generated]
Chart.yaml:
[image: Text

Description automatically generated]
(change version to 11.x.x)
[image: Text

Description automatically generated]
[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
[image: Shape

Description automatically generated with medium confidence]
[image: Text

Description automatically generated]
[image: Text

Description automatically generated]
(values.yaml)
[image: Graphical user interface, text, application, chat or text message

Description automatically generated]
[image: Text

Description automatically generated] [image: Text

Description automatically generated]
(values.yaml)
[image: Text

Description automatically generated]
image66.png
Helm Chart Structure

The helm create command creates the files needed in the correct structure. The files created
by this command are the basic ones needed for a Helm Chart, which include the minimum
templates required for an application to work.

A Helm chart consists primarily of two YAML files and a list of templates.
The YAML files are:
« Chart.yaml: Holds the Chart definition information.

- values.yaml: Holds the values that Helm uses in the default and user-created templates.

W DO0288-0OCP4.6-en-3-202
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In addition to these two files, a Helm Chart holds several template files, these files are the basis for
the Kubernetes resources that make up the application.

The basic structure of the Chart.yaml file is:

apiversion: v2 @

name: mychart ©

description: A Helm chart for Kubernetes ©
type: application @

version: 0.1.0

appversion: "1.0.0" @





image67.png
# Default values for examapi.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

pullPolicy: IfNotPresent
# Overrides the inage tag whose default is the chart appVersion.
tag

inagePullsecret:
nameOverride:
fullnaneoverride:

serviceAccount:
# specifies whether a service account should be create
create: true
# Annotations to add to the service account
annotations: [}
# The name of the service account to use.
# If not set and create is true, a name is generated using the fullname template
nane:

podAnnotations: fi}

podsecurityContext: i}
# fsGroup: 2000

"values.yaml" 82L, 1874C
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- tovaml . | nindent & }}
- endo}}

serviceAccountNane: [ include '
securityContext:
[~ tovanl .values.podsecuritycontext | nindent & }}
containers:
- nane: [l .Chart.Name 1}
securityContext:
||| to¥anl .Values. securityContext | nindent 12 }}
*[0 .Values. iage. repository }}:[fl .Values.inage.tag | default .Chart.AppVersion }}
insgeruttroticy: [l -valoes.inage pultpolicy 1}
ports:
- name: http
containerPort: 80
protocol: TCP
LivenessProt
httpeet:
path: /
port: http
readinessProbe:
httpGet:
path: /
port: http
resources
[~ tovanl .values.resources | nindent 12 }}
[ with .Values.nodeselector }}
nodeselector

- tovaml . | nindent 8 }}
- end 1}
- with .Values.affinity }}

xamapi.. serviceAccounthang

-1
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containers
- nane: [l .Chart.Name 1}

securityContext:

o [f- toYanl .values.securityContext | nindent 12 }}

inage: '[fl .Values. inage.repository }}:{f .Values.inage.tag | default .Chart.Appversion }}"

inagePullPolicy: [fl .Values.image.pullPolicy }}

env:
- range .values.env 1}

containerport: | 8080
protocol: TCP
LivenessProbe:
httpet
path

resource:
M- tovaml .Values.resources | nindent 12 }}
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[student@vorkstation examapil$ oc describe deployment examapi | grep -iA 1 liveness
Liveness:  http-get http://:http/q/health delay=ds timeout=Is period=10s #succe:
Readiness: http-get http://:http/q/health delay=6s timeout=ls period=10s #success=]

#failure=3
#failure=3
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Bpiversion: v2
nane: examapi

description: A Helm chart for Kubernetes

# A chart can be either an 'application’ or a 'library' chart.

#

# Application charts are a collection of templates that can be packaged into versioned archives

# to be deployed.

#

# Library charts provide useful utilities or functions for the chart developer. They're included as
# a_dependency of application charts to inject those utilities and functions into the rendering

# pipeline, Library charts do not define any templates and therefore cannot be deployed.

type: application

# This is the chart version, This version number should be incremented each time you make changes
# to the chart and its templates, including the app version.

# Versions are expected to follow Semantic Versioning (https://semver.org/)

version: 0.1.0

# This is the version number of the application being deployed. This version number should be
# incremented each time you make changes to the application. Versions are not expected to

# follow Semantic Versioning. They should reflect the version the application is using.

# It is reconmended to use it with quotes.

appVersion: "1.16.0"

dependencies:
- nane: mariadb

version: 9.3.11

repository: https://charts.bitnami.con/bitnami
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[student@workstation examapil$ helm install examapi .
NAME: examapi
LAST DEPLOYED: Sat Jun 4 10:33:25 2022
NAMESPACE: exan-resource
STATUS: deployed
REVISIOR: 1
NOTES:
1. Get the application URL by running these commands:
export POD_NAME=$ (ubectl get pods --namespace exam-resource -1 "app.kubernetes. io/nane=exanapi,app. kubernetes. io/instance=examapi® -o js
onpath="{.itens[0] .netadata.nane}")
export CONTAINER PORT=$(kubectl get pod --namespace exan-resource $POD_NAME -0 jsonpat
echo "Visit http://127.0.0.1:8080 to use your application”
kubectl --namespace exan-resource port-forward $POD_NAVE 8080:$CONTAINER PORT

.spec. containers(0] .ports[0] .containerPort}")
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...contents omitted. ..
readinessProbe:
httpeet :
path: /health@
port: 8080
initialDelaySeconds:
timeoutseconds: 1€

150

...contents omitted. ..

© The readiness probe endpoint.
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“metadata”
“labels":
“key1”
“key2"
¥
¥
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replicas Values. replicaCount }}
- end 1}
selector:
matchLabels
include
template:
metadata:
with .Values.podAnnotations }}
annotations
- tovaml . | nin

amapi..s | nindent 6 1}

abels
[~ include "examapi
P

| nindent & }}
spec
with .Value:

inagePullsecrets
- tovaml . | nindent 8 }}
- end 1}
serviceAccountNane: [l include "exanapi.serviceA
securityContext
tovanl .Values.podsecurityContext | nindent & }}
containers
- nane: Chart.Name }}
securityContext
tovanl .Values.securityContext | nindent
inage: '[fl .values. inage. repository }}:{f .Valu
inagePullPolicy: [fl .Values.image.pullPolicy }}

ounthame” . }}

N

inage.tag | default .Chart.A

env
- range Values.env }}
- nane: [@ .name 1}
value: value }}
end }}
ports
- name: http
ntainerPort: 8000

protocol: TCP
' deployment .yanl" 66L, 1983C
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B Default values for examapi.
# This is a YAML-formatted file.
# Declare variables to be passed into your templates.

replicaCount:

1

inage:
repository: quay.io/redhattraining/fanous-quotes
IfNotPresent
he inage tag whose default is the chart appVersion.

fullnameOverride:

serviceAccount:
# Specifies whether a service account should be created
create: true
# Annotations to add to the service account
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helm template .

yaml --set option=value

using the same - and --set options you plan to use with helm install to provide deploy-time
settings.

In that output you're looking for most likely Deployment and statefulset objects; in each of those
you're looking for its replicas: setting, and in the template: , the resources: { requests: { ...
3. If you multiply this out you should be able to get the total memory and CPU that the chart
needs to be scheduled on the cluster.

A "node” doesn't have a fixed size, and it depends on what kind of "hardware” you're running it on.
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# cpu: 160m
# memory: 128Mi

autoscaling:
enabled: false
minReplicas: 1
maxReplicas: 100
targetcPUUtilizationPercentage: 80
# targetMenoryUtilizationPercentage: 80

nodeselector: fI}
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# Default values for examapi.
# This is a YAML-formatted file.
|# Declare variables to be passed into your templates.

replicacount: 5|

inage:
repository: quay.io/redhattraining/fanous-quotes
pullPolicy: IfNotPresent

# Overrides the inage tag whose default is the chart appVersion.
tag: "latest”
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oc get pods

[student@workstation ~]$ oc get pod:

ave
exanapi -6bddfadsfd-7sbps
e e i
exanapi -6bddfadsfd-8fnch
exanapi -6bddfadsfd-ggoxd
exanapi -6bddfadsfd-wgnbt
examapi-mariadb-0

READY
/1
/1
/1
/1
/1
o/1

STATUS.
Running

Running
Running
Running
Running
ContainerCreating

RESTARTS.

AGE
125
125
125
125
125
1s
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2.2. Usethe python3 -m json.toolcommand to validate the JSON file:

DO288-0OCP4.6-en-3-20211208 “

Chapter 1 | Deploying and Managing Applications on an OpenShift Cluster

[student@workstation D0288-apps]$ python3 -m json.tool \
nodejs-helloworld/package. json

You should see the following error message:
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Source-to-lmage (S2I) builder images can also accept configuration parameters from
environment variables. For example, Node.js applications often require a npm repository, the
primary package manager for Node.js, to download the Node.js dependencies required by the
applicatio is reason, the Node.js S2I builder from the Container Catalog accepts either the
%r the NPM_MIRROR variable to provide a URL where the S2I builder can

locate the npm module repository required to retrieve the necessary Node.js dependencies.
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Note
The npm command, executed by the Node.js S2I builder image, requires that you
provide a value for the npm_config_registry environment variable.

The assemble script from the Node.js S2I builder image, which calls the npm
command, requires that you provide a value for the NPM_MIRROR environment

variable.
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+ The application should be accessible from the default route:

Chapter1 | Deploying and Managing Applications on an OpenShift Cluster

greet-youruser-source-build.apps.cluster.domain.example.com
« The Git repository that contains the application directory sources is:
https://github.com/yourgithubuser/D0288-apps/nodejs-helloworld.
+ Npm modules required to build the application are available from:

http://nexus-common.apps.cluster.domain.example.com/repository/
nodejs

Use the npm_config_registry build environment variable to pass this information to
the S2I builder image for Node.js.

+ You can use the python -m json.tool filename.json command to identify syntax
errors in JSON files.
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15.  Create a new application from sources in the Git repository. Name the application
greet. Use the - -build-env option with the oc new-app command to define the
build environment variable with the npm modules URL.

Either copy or execute the command from the oc-new-app. sh script in the /home/
student/D0288/labs/source-build folder:

[student@workstation D028 51$ oc new-app --name greet \
--build-env

http://${RHT_OCP4_NEXUS_SERVER}/repository/nodejs \
nodejs:12=https://github.com/${RHT_OCP4_GITHUB_USER}/D0288-apps#source-build \
--context-dir nodejs-helloworld
...output omitted...
--> Creating resources ...
imagestream.image.openshift.io "greet" created
buildconfig.build.openshift.io "greet" created
deployment.apps "greet" created
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[student@workstation D0288-apps]$ oc new-app --name greet --build-env npm_config_registry=http://nexus-common.apps.cluster.domain.example.com/re
pository/nodejs https: //github. con/gbroenninann/D0288-apps#source-build --context-dir nodejs-helloworld
--> Found image d7ded62 (3 months old) in image stream "openshift/nodejs" under tag *12-ubi8" for "nodejs"

Node. js 12

Node. js 12 available as container is a base platform for building and running various Node.js 12 applications and frameworks. Node.js is a p
latform built on Chrome's JavaScript runtime for easily building fast, scalable network applications. Node.js uses an event-driven, non-blockin
1/0 model that makes it lightweight and efficient, perfect for data-intensive real-time applications that run across distributed devices

Tags: builder, nodejs, nodejsiz

* The source repository appears to match: nodejs

* A source build using source code from https://github. con/gbroenninann/D0288-apps#source-build will be created
* The resulting image will be pushed to image stream tag "greet:latest"
* Use ‘oc start-build' to trigger a new build

--> Creating resources ...
inagestream, inage. openshift.io "greet" created
buildconfig.build.openshift.io "greet" created
deploynent .apps "greet" created
service "greet" created
--> success
Build scheduled, use 'oc logs -f buildconfig/greet' to track its progress.
Application is not exposed. You can expose services to the outside world by executing one or more of the commands below:
"0c expose service/greet’
Run 'oc status' to view your app.
S B ]
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[student@workstation D0288-apps]$ oc status
In project lzalgn-source-build on server https://api.eudsa.prod.ole. redhat . con:6443

svc/greet - 172.30.7.231:8080
deploynent/greet deploys istag/greet:latest <-
be/greet source builds https://github. con/gbroenninann/D0288-apps#source-build on openshift/nodejs:12-ubis
build #1 failed 28 minutes ago - f355431: Fix(chd8s04): Correct Chef download link in Containerfile (#192) (Guy Bianco IV <gjbiancoivegnai
1. com>}
deploynent #1 running for 29 minutes - 6/1 pods growing to 1

Errors:
* build/greet-1 has failed




image8.png
1.4, Create a new deployment with the following parameters:
+ Name: probes

+ Buildimage: nodejs:12

+ Application directory: probes
* Build variables:

- Name: npm_config_registry, value:http://
${RHT_OCP4_NEXUS_SERVER}/repository/nodejs

You can copy or execute the following command by using the /home/student/
D0288/1abs/probes/oc-new-app.sh script:

[student@uworkstation ~]$ oc new-app \
--name probes --context-dir probes --build-env \
npm_config_registry=http://${RHT_OCP4_NEXUS_SERVER}/repository/nodejs \
nodejs:12~https://github.com/${RHT_OCP4_GITHUB_USER}/D0288-apps

--> Success

...output omitted. ..

Note that there is no space before or after the equals sign (=) that follows
npm_config_registry.
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3.4. Create a new application called bonjour from sources in Git. You need to prefix the

Git URL with thelhttpd: 2.4 image stream, using the tilde notation (=), to ensure
that the application uses the rhsc1/httpd24-rhel7 builder image.

[student@workstation D0288-apps]$ oc new-app \
--name bonjour \
httpd:2.4=https://githubl.com/${RHT_OCP4_GITHUB_USER}/D0288-apps \
--context-dir s2i-scripts

...output omitted...

--> Creating resources ...
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33. Create anew application:

[student@workstation D0288-apps]$ oc new-app --as-deployment-config --name scale \
Php:7.3~https://github.con/S{RHT_OCP4_GITHUB_USER}/D0288-apps#manage-deploy \
--context-dir php-scale

--> Found image 10275b (3 weeks old) in image stream "openshift/php" under...
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Building Images with the ONBUILD Instruction

The ONBUILD instruction registers triggers in the container image. A Containerfile uses ONBUILD

to declare instructions that are executed only whew

The ONBUILD instruction is useful to support easy customization of a container image for common
use cases, such as preloading data or providing custom configuration to an application. The parent
image provides commands that are common to all downstream child images. The child image only
provides the data and configuration files. The Containerfile for the child image could be as simple
as having just the FROM instruction that references the parent image.

Note

The ONBUILD instruction is not included in the OCl specification, and therefore
is not supported by default when you build containers with Podman or Buildah.
Use the option in order to enable support for the ONBUILD
instruction.
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Declare ONBUILD instructions in the parent Containerfile. The parent Containerfile is shown
below:
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FROM registry.access.redhat.com/rhscl/nodejs-6-rhel7
EXPOSE 3000

# Make all Node.js apps use /opt/app-root as the main folder (APP_ROOT).
RUN mkdir -p /opt/app-root/

WORKDIR /opt/app-root

# Copy the package.json to APP_ROOT
ONBUILD COPY package.json /opt/app-root

# Install the dependencies
ONBUILD RUN npm install

# Copy the app source code to APP_ROOT
ONBUILD COPY src /opt/app-root

# Start node server on port 3000
cMD [ "npm", "start" ]

Assuming you built the parent container image and called it mynodejs-base, a child
Containerfile for an application that uses the parent image appears as follows:

FROM mynodejs-base
RUN echo "Started Node.js server..."

When the build process for the child image starts, it triggers the execution of the three ONBUILD
instructions defined in the parent image, before invoking the RUN instruction in the child
Containerfile
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ENV DOCROOT=/var /www/htnl ©

RUN

yum install -y --no-docs --disableplugin=subscription-manager httpd && \ ©
yun clean all --disableplugin=subscription-manager -y && \
echo "Hello from the httpd-parent container!" > ${DOCROOT}/index.ntml

# Allows child images to inject their own content into DocumentRoot

|ONBUILD COPY src/ ${pocrooT}/ @

EXPOSE 80

# This stuff is needed to ensure a clean start
RUN rm -rf /run/httpd && mkdir /run/httpd

# Run as the root user
USER root ©

# Launch httpd
CMD /usr/sbin/httpd -DFOREGROUND

(]

The base image is the Universal Base Image (UBI) for Red Hat Enterprise Linux 8.0
from the Red Hat Container Catalog.

Environment variables for this container image.

The RUN instruction contains several commands that install the Apache HTTP Server
and create a default home page for the web server.

The ONBUILD instruction allows child images to provide their own customized web
server content when building an image that extends from this parent image.

The USER instruction runs the Apache HTTP Server process as the root user.
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OpenShift Considerations for the USER Instruction

By default, OpenShift runs containers using an arbitrarily assigned userid. This approach mitigates
the risk of processes running in the container getting escalated privileges on the host machine due
to security vulnerabilities in the container engine.

Adapting Containerfiles for OpenShift

When you write or change a Containerfile that builds an image to run on an OpenShift cluster, you
need to address the following:

Directories and files that are read from or written to by processes in the container should be
owned by the root group and have group read or group write permission.

Files that are executable should have group execute permissions.

The processes running in the container must not listen on privileged ports (that is, ports below
1024), because they are not running as privileged users.

Adding the following RUN instruction to your Containerfile sets the directory and file permissions
to allow users in the root group to access them in the container:

RUN chgrp -R O directory && \
chmod -R g=u directory
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Running Containers as root Using Security Context
Constraints (SCC)

In certain cases, you may not have access to Containerfiles for certain images. You may need
to run the image as the root user. In this scenario, you need to configure OpenShift to allow
containers to run as root.

OpenShift provides Security Context Constraints (SCCs), which control the actions that a pod can
perform and which resources it can access. OpenShift ships with a number of built-in SCCs. Al
containers created by OpenShift use the SCC named restricted by default, which ignores the
userid set by the container image, and assigns a random userid to containers.

To allow containers to use a fixed userid, such as O (the root user), you need to use the pnyuid|
SCC. To do so, you first need to create a service account. A service account is the OpenShift
identity for a pod. All pods from a project run under a default service account, unless the pod, or
its deployment configuration, is configured otherwise.

If you have an application that requires a capability not granted by the restricted SCC, then
create a new, specific service account, add it to the appropriate SCC, and change the deployment
configuration that creates the application pods to use the new service account.

The following steps detail how to allow containers to run as the root user in an OpenShift project:

« Create a new service account:

[user@host ~]$ oc create serviceaccount myserviceaccount

+ Modify the deployment configuration for the application to use the new service account. Use
the oc patch command to do this:

[user@host ~]$ oc patch dc/demo-app --patch \
"{"spec": {"template": {"spec": {"serviceAccountName": "myserviceaccount"}}}}'
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ENV DOCROOT=/var /wiw/html ©

RUN  yum install -y --no-docs --disableplugin=subscription-manager httpd & \ ©

yun clean all --disableplugin=subscription-manager -y && \
echo "Hello from the httpd-parent container!" > ${DOCROOT}/index.html

# Allows child images to inject their own content into DocumentRoot
ONBUILD COPY src/ ${pocroot}/ @

EXPOSE 80

# This stuff is needed to ensure a clean start
RUN rm -rf /run/httpd && mkdir /run/httpd

# Run as the root user
USER root ©

# Launch httpd
CMD /usr/sbin/httpd -DFOREGROUND

© The base image is the Universal Base Image (UBI) for Red Hat Enterprise Linux 8.0
from the Red Hat Container Catalog.

© Environment variables for this container image.

© The RUN instruction contains several commands that install the Apache HTTP Server
and create a default home page for the web server.

© The ONBUILD instruction allows child images to provide their own customized web
server content when building an image that extends from this parent image.

© The USER instruction runs the Apache HTTP Server process as the root user.
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[student@workstation ~]$ cd D0288-apps

[student@workstation D0288-apps]$ [git checkout main|

...output omitted...

2.3. Create a new branch where you can save any changes you make during this exercise:

[student@workstation D0288-apps]$ git checkout -b container-build
Switched to a new branch 'container-build'
[student@workstation D0288-apps]$ git push -u origin container-build
.output omitted.
* [new branch] container-build -> container-build
Branch container-build set up to track remote branch container-build from origin.

2.4. Inspect the ~/D0288-apps/container-build/Containerfile file. The
Containerfile has a single instruction, FROM, which uses the redhattraining/
httpd-parent image:

FROM quay.io/redhattraining/http-parent

2.5. The child container provides its own index . htm1 file in the ~/D0288-apps/
container -build/src folder, which overwrites the/parent's index. htm1 file. The
contents of the child container image's index . htm1 file is shown below:

<IDOCTYPE html>
<html>
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3.3. Build the Apache HTTP Server child image:
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[student@workstation D0288-apps]$ podman build --layers=false \
-t do288-apache ./container-build

STEP 1: FROM quay.io/redhattraining/httpd-parent @

...output omitted...

STEP 2: COPY src/ ${DOCR0OT}/ ©

STEP 3: COMMIT do288-apache

...output omitted...

Storing signatures

...output omitted...

©  The Containerfile is automatically identified and podman pull the parentimage.

©  The ONBUILD instruction in the parent Containerfile triggers the copying of the
" child's index . htm1 file, which overwrites the parent index file.
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RUN yum --disablerepo=* --enablerepo="rhel-7-server-rpms" && \
yum update && \
yum install -y httpd && \
yum clean all -y

The updated example creates only one layer and the readability is not compromised.
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© Because OpenShift runs containers using a random userid, ports below 1024 are
privileged and can only be run as root.

©  The random userid used by OpenShift to run the container does not have permissions
to read and write log files in /var /log/httpd (the default log file location for the
Apache HTTP Server on RHEL 7).

Warning
The failed application pod is deleted after a short while. Make sure you inspect the
application pod log files before the pod is deleted.
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74. You need to run the web server on an unprivileged port (that is, greater than 1024).
Use a RUNinstruction to change the port number in the Apache HTTP Server
configuration file from the default port 80 to 8080:

RUN sed -i "s/Listen 80/Listen 8080/g" /etc/httpd/conf/httpd.conf
RUN sed -i "s/#ServerName www.example.com:80/ServerName 0.0.0.0:8080/g" /etc/
httpd/conf/httpd.conf

7.5.  Change the group ID and permissions of the folders where the web server process
reads and writes files:

" RUN chgrp -R © /var/log/httpd /var/run/httpd && \
chmod -R g=u /var/log/httpd /var/run/httpd

76. Add ?=|struction for an unprivileged user. The Red Hat convention is to use
useri

P4.6-en-3-20211208 “

\apter 2 | Designing Containerized Applications for OpenShift

USER 1001

77.  Save the Containerfile and commit the changes to the Git repository from the ~/
D0288-apps/container-build folder:




image24.png
Setting Deployment Resource Limits

A deployment is completed by a pod that consumes resources (memory and CPU) on a node. By
default, pods consume unlimited node resources. However, if a project specifies default resource
limits, then pods only consume resources up to those limits.

You can also limit resource use by specifying resource limits as part of the deployment strategy.
These resource limits apply to the application pods created by the deployment, but not to
deployer pods. You can use deployment resources with the Recreate, Rolling, or Custom
deployment strategies.

In the following example, resources required for the deployment are declared under the
resources attribute of the deployment configuration:

type: "Recreate"
resources:
limits:
cpu: "100m" o
memory: "256Mi" (2]
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[student@workstation ~]$ grep -Al "kind: DockerImage" ~/nexus-chart/templates/
imagestream.yaml

kind: DockerImage

name: {{ .values.imageName }}

2.3. Openthe ~/nexus-chart/values.yaml file with a text editor and update it to set
the imageName value to point to the container image you built. Keep this file open in
the editor.

...output omitted...
imageName: quay.io/youruser/nexus3:latest
...output omitted...

2.4. Inspectthe ~/nexus-chart/templates/deployment.yaml file to verify that it
defines resource requests and resource limits for the application pod:

[student@workstation ~]$ grep -B1 -A5 limits: ~/nexus-chart/templates/
deployment.yaml
resources:
limits:
cpu: "1"
memory: {{ .values.memoryLimit }}
requests:
cpu: 500m
memory: 256Mi
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The Source-to-Image (S2I) Build Process

The S2I build process involves three fundamental components, which are combined to create a
final container image:

Application source code
This is the source code for the application.

S2l scripts
S2l scripts are a set of scripts that the RHOCP build process executes to customize the S2I
builder image. S2I scripts can be written in any programming language, as long as the scripts
are executable inside the S2I builder image.

The S2I builder image
This is a container image that contains the required runtime environment for the application. It
typically contains compilers, interpreters, scripts, and other dependencies that are needed to
run the application.

The S2I build process relies on some S2I scripts, which it executes at various stages of the build
workflow. The scripts, and a brief description of what they do, are listed in the following table:

Script Mandatory? Description
assemble Yes The assemb le script builds the application from source

and places it into appropriate directories inside the
image.
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) 1. Explore the S2I scripts packaged in the rhsc1/httpd-24-rhel7 builder image.

11. Ontheworkstation VM, runthe rhscl/httpd-24-rhel7image from a terminal
window, and override the container entry point to run a shell:

[student@workstation ~]$ podman run --name test -it rhscl/httpd-24-rhel7 bash
Trying to pull registry.access.redhat.com/rhscl/httpd-24-rhel7:latest...
Getting image source signatures

...output omitted...

bash-4.2$

12.  Inspect the S2I scripts packaged in the builder image. The S2I scripts are located in
the /usr/1libexec/s2i folder:

bash-4.2% cat /usr/libexec/s2i/assemble
...output omitted. ..

bash-4.2$ cat /usr/libexec/s2i/run
...output omitted...

bash-4.2% cat /usr/libexec/s2i/usage
...output omitted...

Exit from the container:
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) 2. Review the application source code with the custom S2I scripts.

21.  Enter your local clone of the D0288-apps Git repository and check out the main

branch of the course's repository to ensure you start this exercise from a known good
state:

[student@workstation ~]$ cd D0288-apps
[student@workstation D0288-apps]$
...output omitted...

2.2. Inspect the /home/student/D0288-apps/s2i-scripts/index. html fi
The HTML file contains a simple message:

Hello Class! D0288 rocks!!!

2.3. The custom S2I scripts are in the /home/student/DoiﬁB-apps/sZi-
scripts/.s2i/bin folder. The .s2i/bin/ script copies the

index . htm1 file from the application sourc e web server document root at /
opt/app-root/src. It also creates an ile containing page build time

and environment information:

output omitted. ..
CUSTOMIZATION STARTS HERE

echo "---> Installing application source"

OATE- Rt

echo "---> Creating info page"
echo " t >> ./info.html
echo "Proudly served by Apache HTTP Server version $HTTPD_VERSION" >> ./info.html

CUSTOMIZATION ENDS HERE
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3.4. Create a new application called bonjour from sources in Git. You need to prefix the
Git URL with the httpd: 2.4 image stream, using the tilde notation (~), to ensure
that the application uses the rhsc1/httpd24-rhel7 builder image.

[student@workstation D0288-apps]$ oc new-app \

--name bonjour \
httpd:2.4~https://github.com/${RHT_OCP4_GITHUB_USER}/D0288-apps \

--context-dir s2i-scripts
output omitted.





image30.png
3.5. View the build logs. Wait until the build finishes and the application container image is
pushed to the RHOCP registry:

[student@workstation D0288-apps]$ W
Cloning "https://github.com/youruser/D02:

...output omitted...

---> Enabling s2i support in httpd24 image

Allowoverride All

---> Installing application source
---> creating info page
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[student@workstation D0288-apps]$ oc get pods

NAME READY  STATUS RESTARTS  AGE
bonjour-1-build 0/1 Completed © 1055
bonjour-7bc86dd97-wjvhx  1/1 Running ° 725

42, Expose the application for external access using a route.

[student@workstation D0288-apps]$ ¢ expose sve bonjour

route. route.openshift.io/bonjour exposed

4.3. Obtain the route URL using the oc get route command:

[student@workstation D0288-apps]$ o get route

NAME HOST/PORT
bonjour  bonjour -youruser-s2i-scripts.apps.cluster.domain. exanple.com

4.4. Invoke the index page of the application with the cur 1 command and the route URL
from the previous command:

[student@workstation D0288-apps]$ curl \
http://bonjour -${RHT_OCP4_DEV_USER}-s2i-scripts.S{RHT_OCP4_WILDCARD_DOMAIN}
You should see the contents of the index. htm1 file in the application source.

4.5. Invoke the info page of the application with the cur 1 command:

[student@workstation D0288-apps]$ curl \
http://bonjour -${RHT_OCP4_DEV_USER}-s2i-scripts.${RHT_OCP4_WILDCARD_DOMAIN}\
/info.html

wli P
Proudly served by Apache HTTI rsion 2.4
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skopeo copy docker
docker://production. registry/myinage:

/internal.registry/myimage:latest /
1.0

The copy command will take care of copying the image from internal.registry to
production. registry . Notice how the tagging operation went away by specifying the
desired image name for the production registry directly in the command.

Say your production registry requires credentials to login in order to push the image,
skopeo can handle that as well:

skopeo copy --dest-creds prod_user:prod_pass docker://internal.registry/myinage:1

atest /
docker://production. registry/myinage:v1.6

The same goes for credentials for the source registry ( internal.registry ) by using
the --src-creds flag.

Afterwards, on your production machine, you can simply pull the image with docker :

$ docker pull production.registry/myimage:v1.e
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Injecting Configuration Data into an
Application

Objectives

After completing this section, you should be able to select a method for injecting configuration
data into an application and create the necessary resources to do so.

Externalizing Application Configuration in OpenShift
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Using the Command Line

Use the oc create command to create secrets and configuration map resources.

To create a new configuration map that stores string literals:

[user@host ~]$ oc create configmap config map_name \
--from-literal keyl=value1 \
--from-literal key2=valuez
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Note

You can also abbreviate the configmap resource type argument as cm in the oc
command-line interface. For example:

[userBhost ~]$ oc create cm myconf --from-literal keyl=valuel
[user@host ~]$ oc get cm myconf
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Configuration Map and Secret Resource Definitions

Because configuration maps and secrets are regular OpenShift resources, you can use either the
oc create command or the web console to import these resource definition files in YAML or
JSON format.

A sample configuration map resource definition in YAML format is shown below:

apiversion: vi
data:
key1: value1 OO
key2: valuez ©O
kind: ConfigMap
metadata:
name: myconf ©

©  The name of the first key. By default, an environment variable or a file the with same name as
the key is injected into the container depending on whether the configuration map resource is
injected as an environment variable or a file.

The value stored for the first key of configuration map.
The name of the second key.
The value stored for the second key of the configuration map.

The OpenShift resource type; in this case, a configuration map.

© 0 0 00

A unique name for this configuration map inside a project.
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Commands to Manipulate Configuration Maps

To view the details of a configuration map in JSON format, or to export a configuration map
resource definition to a JSON file for offline creation:

[user@host ~]$ oc get configmap/myconf -o json
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To edit a configuration map, use the oc edit command. This command opens a Vim-like buffer
by default, with the configuration map resource definition in YAML format:

[user@host ~]$ oc edit configmap/myconf

Use the oc patch command to edit a configuration map resource. This approach is
noninteractive and is useful when you need to script the changes to a resource:

[user@host ~]$ oc patch configmap/myconf --patch '{"data":{"key1":"newvalue1"}}'
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Toinject all values stored in a configuration map into environment variables for pods created from

a deployment, use the oc set env command:

[user@host ~]$ oc set env deployment/mydcname \
--from configmap/myconf
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) 3. Test the application.

3.1, Wait until the application deploys. View the status of the application pod. The
application pod should be in a Running state:

[student@workstation D0288-apps]$ oc get pods

NAME READY  STATUS RESTARTS  AGE
myapp-1-build 0/1 Completed © 655
myapp-597fdbBcc9-26t86  1/1 Running 0 29s

3.2. Usearoute to expose the application to external access:

[student@workstation D0288-apps]$ oc expose svc myapp
route.route.openshift.io/myapp exposed

33. Identify the route URL where the application API is exposed:

[student@workstation D0288-apps]$ oc get route
NAME  HOST/PORT
myapp  myapp-youruser-app-config.apps.cluster.domain.example.com

3.4. Invoke the route URL identified from the previous step using the cur 1 command:

[student@workstation D0288-apps]$ curl \
http://myapp-${RHT_OCP4_DEV_USER}-app-config.${RHT_OCP4_WILDCARD_DOMAIN}
value in the APP_MSG env var is => undefined
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) 5. Inject the configuration map and the secret into the application container.

51. Usetheoc set envcommand to add the configuration map to the deployment
configuration:

[student@workstation ~]$ oc set env deployment/myapp \
--from configmap/myappconf
deployment .apps.openshift.io/myapp updated
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6.2, Wait until the application pod is ready and in a Running state. Get the name of the
application pod using the oc get pods command,

[student@workstation D0288-apps]$ oc get pods

NAME READY  STATUS RESTARTS  AGE
myapp-1-build 0/1 Completed 0 8mi2s
myapp-ddffbc7fo-ntsjq  1/1 Running [ 3m53s

6.3. Use the oc rsh command to inspect the environment variables in the container:

[student@workstation D0288-apps]$ oc rsh myapp-ddffbc7f9-ntsjq env | grep APP_MSG
APP_NMSG=Test Message

6.4. Verify that the configuration map and secret were injected into the container. Retest
the application using the route URL:

[student@workstation D0288-apps]$ curl \
http://myapp-${RHT_OCP4_DEV_USER}-app-config.${RHT_OCP4_WILDCARD_DOMAIN}
Value in the APP_MSG env var is => Test Message

The secret is => username=userl

password=pass1

salt=xyz123
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"kind": "BuildConfig",
"apiversion": "vi1",
4 {
"name": "php-example", (1]
...output omitted. ..

metadata":

3
"spec": {
"triggers": [ (2]
{

"type": "GitHub",
"github": {
"secret": "gukAWHzq1On4AJ1MjvjsS" (]

}
3
...output omitted. ..
1,
"runPolicy": "Serial", o
"source": {
"type": "Git"
: ,
ngit": {
"uri": "http://services.lab.example.com/php-helloworld"
}
3
"strategy": { (]
"type": "Source",

"sourceStrategy": {




image44.png
Creating a Build Configuration

The Red Hat OpenShift Container Platform manages builds through the build configuration
resource. There are two ways to create a build configuration:

Using the oc new-app command
This command can create a build configuration according to the arguments specified. For
example, if a Git repository is defined, then a build configuration using the source strategy
is created. Also, if a template is the argument, and the template has a build configuration
defined, it creates a build configuration based on template parameters.

Using a custom build configuration

Create a custom build configuration using YAML or JSON syntax and import it to Red Hat
OpenShift using the oc create -f command.
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Configuring a Post-commit Build Hook
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Shell script
Runs a build hook with the /bin/sh -ic command. This is more convenient since it has all

the features provided by a shell, such as argument expansion, redirection, and so on. It only
works if the base image has the sh shell. Create a shell script post-commit build hook using
the - -script as shown in the following command:

[user@host ~]$ oc set build-hook bc/name --post-commit \
--script="curl http://api.com/user/${USER}"
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Example

# Clear post-commit hook on a build config
oc set build-hook bc/mybuild --post-commit --remove

# Set the post-commit hook to execute a test suite using a new entrypoint
oc set build-hook bc/mybuild --post-commit --command -- /bin/bash -c /var/lib/test-image.sh

# Set the post-commit hook to execute a shell script
oc set build-hook bc/mybuild --post-commit --script="/var/lib/test-image.sh paraml param2 /var/lib/done
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3.1 Inspectthe create-hook.sh script provided in the /home/student/D0288/
labs/post-commit folder. It creates a build hook that integrates your PHP
application builds with the builds-for-managers application using the cur 1
command.

[student@workstation ~]$ cat ~/D0288/labs/post-commit/create-hook.sh
...output omitted...
oc set build-hook bc/hook --post-commit --command -- \

bash -c "curl -s -S -i -X POST http://builds-for-managers-
${RHT_OCP4_DEV_USER}-post -commit . ${RHT_OCP4_WILDCARD_DOMAIN}/api/builds
-f -d 'developer=\${DEVELOPER}&git=\${OPENSHIFT_BUILD_SOURCE}&project=\
${OPENSHIFT_BUILD_NAMESPACE}'"

The cur 1 command sends three environment variables to the builds-for-
managers application:

+ DEVELOPER: Contains the developer's name.
+ OPENSHIFT_BUILD_SOURCE: Contains the project Git URL.
+ OPENSHIFT_BUILD_NAMESPACE: Contains the project's name.

3.2. Runthe create-hook. sh script:

[student@workstation ~]$ ~/D0288/1labs/post-commit/create-hook.sh
buildconfig.build.openshift.io/hook hooks updated

3.3.  Verify that the post-commit build hook was created:

[student@workstation ~]$ oc describe bc/hook | grep Post
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Liveness Probe
Liveness probes determine whether or not an application running in a container is in a
healthy state. If the liveness probe detects an unhealthy state, Red Hat OpenShift kills the
container and tries to redeploy it.

The liveness probe is configured in the spec.containers. livenessprobe attribute of the
pod configuration.

Red Hat OpenShift provides five options that control these probes:

Name Mandatory Description Default
Value
initialDelaySeconds Yes Determines how long to wait o

after the container starts
before beginning the probe.
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...contents omitted...
livenessProbe:
tcpSocket:
port: 80890
initialbelaySeconds: 15
timeoutSeconds: 1
...contents omitted. ..

© The TCP port to check.
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The following examples demonstrate using the oc set probe command with a variety of
options:

[user@host ~]$ oc set probe deployment myapp --readiness \
--get-url=http://:8080/healthz --period=20

[user@host ~]$ oc set probe deployment myapp --liveness \
--open-tcp=3306 --period=20 \
--timeout-seconds=1

[user@host ~]$ oc set probe deployment myapp --liveness \
--get-url=http://:8080/healthz --initial-delay-seconds=30 \
--success-threshold=1 --failure-threshold=3
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king

Template
apiVersion: template.openshift.io/vi
metadata:
name: my-template
objects
- kind: BuildConfig
apiversion: build.openshift.io/vi
metadata:

name: cakephp-mysql-example
annotations:

Defines how to build the application

source_reposzrory_ueL}” @)
'${SOURCE_REPOSTTORY_REF}"
contextDir: "${CONTEXT_DIR}"
- kinds DeploymentConfig
apiVersion: apps.openshift.io/vi
netadata:
nane: frontend

spec:
replicas: "${{RepLICA_counT}}" €@

- nane: source_repostrory_ur €

displayNane: Source Repository urL @)

description: The URL of the repository with your application source code €
https://github. con/sclorg/cakephp-ex. git

valu

- name: GITHUB_WEBHOOK_SECRET
description: A secret string used to configure the GitHub webhook
generate: expression
from;

description: Number of replicas to run
value:

required: true

message: "... The GitHub webhook secret is ${GITHUB_WEBHOOK SECRET}
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To test what resource objects would be deleted when using a label selector, use the oc get command to query the
et of objects which would be matched

$ oc get all --selector sppnbviewer -o nane
deploymentconfigs/nbviener

routes/nbyiewer

pods /nbviewer-1-wgzdb
replicationcontrollers/nbviewer-1

services/nbviewer

f you are satisfied that what is shown are the resource objects for your application, then run oc delete

$ oc delete all --selector app=nbviewer

Note that a11 matches on a subset of all resource object types that exist. It targets the core resource objects that
would be created for a build and deployment. It will not include resource objects such as persistent volume claims
(_pve ), config maps ( confignap ), Secrets ( secret ), and others.

You will either need to delete these resource objects separately, or if they also have been labelled with the app tag, list
the resource object types along with a11

$ oc delete all,confignap,pyc, serviceaccount,rolebinding --selector app=jupyterhub

f you are not sure what labels have been applied to resource objects for your application, you can run oc describe on
the resource object to see the labels applied to it
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.nc edit template cakephp-mysql-example -n openshift -o yaml
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a9 “nane": "PHP_VERSION",
a0 “aisplaylane™: "PHP Version”,

451 “description’ /lersion of PHP image to be used (7.3-ubi7, 7.4-ubi8, or latest).”,
a2 “required”: true,

53 “value": *7.4-ubis

50 I3

55 ¢

a6 “nane": "HYSQUVERSION",

a7 “aisplaylane”: "WYSQL Version”,

a8 “description”: "Version of JSO inage to be used (8.0-e18 or latest).

459 “required”: true,

450 "value™: "5.0-e18"

51 n

52 <

463 IEMORY_LTHIT",

464 temory Limit",

465 “description”: "Maximum amount of memory the CakePHP container can use.”,
456 “required”: true,

457 "valve: "s12Mi"

.
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n

‘SOURCE_REPOSITORY_URL"
it Repository URL",
‘The URL of the repository with your application source code.”,

“required”: true,

value

“nttps: //github. con/sclorg/ cakepnp-ex

‘SOURCE_REPOSITORY_REF",
Gt Reference”,
Set this to a branch name, tag or other ref of your repository if you are not using the default branch.”
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[student@workstation ~]$ oc new-app wordpress-mysql
--> Deploying template "exan-resource/wordpress-mysql” to project exam-resource

WordPress + MysQL

A WordPress application with a MySQL database using persistent storage for WordPress uploads, Wor
dpress plugins, and MySQL data.

* With paraneters:

APPLICATION NAVE=vordpress

SOURCE_REPOSTTORY URL=https //github. con/jaredhocutt/openshift-wordpress.git
SOURCE_REPOSTTORY.REl

CONTEXT DIR=wordpress

GITHUB WEBHOOK_SECRET=CBVXQVIrudYSoW7CHHveGaV5 rY3GYSTIspvenco # generated
APPLICATION DOMATN=

DATABASE NAME=wordpress

DATABASE_USER=wordpress

DATABASE_PASSWORD=1dSpUxpOuRpOSyqD # generated

~-> Creating resources ...
service "wordpress" created

route

route.openshift. io "wordpress" created

inagestrean. inage.openshift.io "wordpress® created
buildconfig.build openshift.io 'wordpress® created
persistentvoluneclain "wordpress-uploads® created
deploynentconfig.apps.openshift.io "wordpress" created
service "wordpress-nysql" created
persistentvoluneclaim "wordpress-nysql" created
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[student@workstation ~]$ oc edit -f template.yaml
Edit cancelled, no changes made.
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[student@workstation ~1$ oc patch --help
Update Field(s) of a resource using strategic merge patch, a JSON merge patch, or a JSON patch.

JSON and YAML formats are accepted.

Usage:
oc patch (-f FILENAVE | TYPE NAME) -p PATCH [flags]

Examples:
# Partially update a node using a strategic merge patch. Specify the patch as JSON.
oc patch node kBs-node-1 -p '{"spec” :{"unschedulable":true}}"

# Partially update a node using a strategic merge patch. Specify the patch as YAML.
oc patch node kBs-node-1 -p $'spec:\n unschedulable: true'

# Partially update a node identified by the type
oc patch -f node.json -p '{"spec

d name specified in "node.json” using strategic merge patch.
“unschedulable" :true}}'

# Update a container's image; spec.containers[*].name is required because it's a merge key.
oc patch pod valid-pod -p '{"spec":{"containers": [{"nane": "kubernetes-serve-hostnane"  "inage

:"new image"}1}}'

# Update a container's image using a json patch with positional arrays.
oc patch pod valid-pod --type='json' -p='[{"0p": "replace”, "path": "/spec/containers/0/inage", "value":'new image"}]'

options
--allow-missing-template-keys=true: If true, ignore any errors in templates when a field or map key is missing in
the template. Only applies to golang and jsonpath output formats.
~~dry-run="none' : Must be "none", "Server", or "client”. If client strategy, only print the object that would be
sent, without sending it. If server strategy, submit server-side request without persisting the resource.
--field-nanager='kubectl-patch': Name of the manager used to track field ownership.
~f, --filenane=[1: Filename, directory, or URL to files identifying the resource to update
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‘You can expose the route by using DefaultRoute parameter in the
configs.imageregistry.operator.openshift.io resource or by using custom routes.

To expose the registry using DefaultRoute :

1. Set DefaultRoute t0 True:

$ oc patch configs. imageregistry.operator.openshift. io/cluster --patch '{"spec

2. Login with podnan:

L]

$ HOST=$(oc get route default-route -n openshift-image-registry --template="{{ .spec.host }}')

L]

$ podnan login -u kubeadnin -p $(oc whoani -t) --tls-verify-false $tost )

@ -t1c-verify=false isneededif the clusters default certificate for routes is untrusted. You can seta
custom, trusted certificate as the default certificate with the Ingress Operator
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[student@vorkstation ~]$ oc patch configs.imageregistry.operator.openshift.io/cluster --patch '{"spec":{"defaultRoute":true}}" --type=merge
Error from server (Forbidden): configs.inageregistry.operator.openshift.io "cluster” is forbidden: User "lzalgn" cannot get resource "configs"
in API group "imageregistry.operator.openshift.io" at the cluster scope

[studegt@workstation ~1$ oc patch --help
Update field(s) of a resource using strategic merge patch, a JSON merge patch, or a JSON patch.
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[student@vorkstation ~]$ oc get route default-route -n openshift-image-registry --template='{{_.spec.host }}'
default-route-openshift-image-registry.apps.eud6a.prod.ole. redhat . con[student@workstation ~1$ |
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To expose the registry using custom routes:

1

N

Create a secret with your route’s TLS keys:

$ oc create secret tls public-route-tls \
“n openshift-image-registry \
--cert=</path/to/tls.crt> \
--key=</path/to/t1s.key>

This step is optional. I you do not create a secret, the route uses the default TLS configuration
from the Ingress Operator.

On the Registry Operator:

spect
routes:
- name: public-routes
hostname: myregistry.mycorp.organization
SecretName: public-route-tls

o NOTE

Only set secrethiame if you are providing a custom TLS configuration for the registry’s route.
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Chapter 3 | Publishing Enterprise Container Images

[student@workstation ~]$ oc create secret generic quayio \

--from-file .dockerconfigjson=${XDG_RUNTIME_DIR}/containers/auth.json \
--type kubernetes.io/dockerconfigjson

secret/quayio created

3.4. Link the new secret to the default service account.

[student@workstation ~]$ oc secrets link default quayio --for pull

3.5. Deploy an application from the container image in the external registry. This time
OpenShift can access the external registry.

[student@workstation ~]$ oc new-app --name sleep \
--docker-image quay.io/${RHT_OCP4_QUAY_USER}/ubi-sleep:1.0
...output omitted...

--> Creating resources ...

imagestream.image.openshift.io "sleep" created
deployment.apps "sleep" created

--> success

...output omitted. ..
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